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COPYRIGHT

Copyright © 1998 Network Associates, Inc. and its Affiliated Companies. All Rights Reserved.
No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval
system, or translated into any language in any form or by any means without the written
permission of Network Associates, Inc.

LICENSE AGREEMENT

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT
(“AGREEMENT”), WHICH SETS FORTH GENERAL LICENSE TERMS FOR NETWORK
ASSOCIATES SOFTWARE. FOR THE SPECIFIC TERMS OF YOUR LICENSE, CONSULT THE
README.1ST, LICENSE.TXT, OR OTHER LICENSE DOCUMENT THAT ACCOMPANIES
YOUR SOFTWARE, EITHER AS A TEXT FILE OR AS PART OF THE SOFTWARE
PACKAGING. IF YOU DO NOT AGREE TO ALL OF THE TERMS SET FORTH THEREIN, DO
NOT INSTALL THE SOFTWARE. (IF APPLICABLE, YOU MAY RETURN THE PRODUCT TO
THE PLACE OF PURCHASE FOR A FULL REFUND.)

1. License Grant. Subject to the payment of the applicable license fees and subject to the
terms and conditions of this Agreement, Network Associates hereby grants to you a
non-exclusive, non-transferable right to use one copy of the specified version of the
Software and the accompanying documentation (the “Documentation”). You may install
one copy of the Software on one computer, workstation, personal digital assistant, pager,
“smart phone” or other electronic device for which the Software was designed (each, a
“Client Device”). If the Software is licensed as a suite or is bundled with more than one
specified Software product, this license applies to all such specified Software products,
subject to any restrictions or usage terms specified individually for any of such Software
products on the applicable product invoicing or packaging.

a. Use. The Software is licensed as a single product; it may not be used on more than one
Client Device or by more than one user at a time, except as set forth in this Section 1.
The Software is “in use” on a computer when it is loaded into the temporary memory
(i.e., random-access memory or RAM) or installed into the permanent memory (e.g.,
hard disk, CD-ROM, or other storage device) of that Client Device. This license
authorizes you to make one copy of the Software solely for backup or archival
purposes, provided that the copy you make contains all proprietary notices.

b. Server Use. To the extent that the applicable product invoicing or packaging sets forth,
you may install and use the Software on a Client Device or as a server (“Server”) within
amulti-user or networked environment (“Server Use”) for either (i) connecting, directly
or indirectly, to not more than the maximum number of specified Client Devices or
“seats”; or (ii) deploying not more than the maximum number of agents (pollers)
specified for deployment. If the applicable product invoicing or packaging does not
specify a maximum number of Client Devices or pollers, this license gives you a single
product use license subject to the provisions of subsection (a) above. A separate license
is required for each Client Device or seat that can connect to the Software at any time,
regardless of whether such licensed Client Devices or seats are connected to the
Software concurrently, or are actually using the Software at any particular time.
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Your use of software or hardware that reduces the number of Client Devices or seats
that connect to and use the Software simultaneously (e.g., using “multiplexing” or
“pooling” hardware or software) does not reduce the number of licenses you must have
in total. Specifically, you must have that number of licenses that would equal the
number of distinct inputs to the multiplexing or pooling software or hardware “front
end.” If the number of Client Devices or seats that can connect to the Software can
exceed the number of licenses that you have obtained, then you must have a reasonable
mechanism in place to ensure that your use of the Software does not exceed the use
limits set forth in the product invoicing or packaging. This license authorizes you to
make or download one copy of the Documentation for each Client Device or seat that
is licensed, provided that each such copy contains all of the proprietary notices for the
Documentation.

c. Volume Use. If the Software is licensed with volume use terms specified in the
applicable product invoicing or packaging, you may make, use and install as many
additional copies of the Software on the number of Client Devices as the volume use
terms specify. This license authorizes you to make or download one copy of the
Documentation for each such copy of the Software you may make according to the
volume use terms, provided that each such copy contains all of the proprietary notices
for the Documentation. You must have a reasonable mechanism in place to ensure that
the number of Client Devices on which the Software is installed does not exceed the
number of licenses you have obtained.

2. Term. This license is effective for the period of time specified in the product invoicing or
packaging, or in the README.1ST, LICENSE.TXT, or other text file that accompanies the
Software and purports to set forth the terms of your license agreement. Where the
provisions of the Agreement set forth here conflict with the provisions of the product
invoicing or packaging, the README.1ST document, the LICENSE.TXT document, the
product invoice, package, or the other text document will constitute the terms of your
license grant to use the Software. Either you or Network Associates may terminate your
license earlier than the period specified in the appropriate document in accordance with
the terms set forth therein. This Agreement and your license will terminate automatically
if you fail to comply with any of the limitations or other requirements described. When
this agreement terminates, you must destroy all copies of the Software and
Documentation. You may terminate this Agreement at any point by destroying the
Software and Documentation together with all copies of the Software and Documentation.

3. Updates. During the term of your license, you may download revisions, upgrades, or
updates to the Software when Network Associates publishes them via its electronic
bulletin board system, website or through other online services.

4. Ownership Rights. The Software and the Documentation are protected by United States
copyright laws and international treaty provisions. Network Associates owns and retains
all right, title and interest in and to the Software, including all copyrights, patents, trade
secret rights, trademarks and other intellectual property rights therein. You acknowledge
that your possession, installation, or use of the Software does not transfer to you any title
to the intellectual property in the Software, and that you will not acquire any rights to the
Software except as expressly set forth in this Agreement. You agree that any copies of the
Software and Documentation will contain the same proprietary notices that appear on and
in the Software and Documentation.
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5. Restrictions. You may not rent, lease, loan or resell the Software, or permit third parties

to benefit from the use or functionality of the Software via a timesharing, service bureau
or other arrangement. You may not transfer any of the rights granted to you under this
Agreement. You may not copy the Documentation accompanying the Software. You may
not reverse engineer, decompile, or disassemble the Software, except to the extent that the
foregoing restriction is expressly prohibited by applicable law. You may not modify, or
create derivative works based upon the Software in whole or in part. You may not copy
the Software except as expressly permitted in Section 1 above. You may not remove any
proprietary notices or labels on the Software. All rights not expressly set forth hereunder
are reserved by Network Associates. Network Associates reserves the right to periodically
conduct audits upon advance written notice to verify compliance with the terms of this
Agreement.

. Warranty and Disclaimer

a. Limited Warranty. Network Associates warrants that for thirty (30) days from the date
of original purchase or distribution the media (for example, the diskettes) on which the
Software is contained will be free from defects in materials and workmanship.

b. Customer Remedies. Network Associates’ and its suppliers’ entire liability, and your
exclusive remedy, shall be, at Network Associates’ option, either (i) return of the
purchase price paid for the license, if any, or (ii) replacement of the defective media on
which the Software is contained with a copy on non-defective media. You must return
the defective media to Network Associates at your expense with a copy of your receipt.
This limited warranty is void if the defect has resulted from accident, abuse, or
misapplication. Any replacement media will be warranted for the remainder of the
original warranty period. Outside the United States, this remedy is not available to the
extent that Network Associates is subject to restrictions under United States export
control laws and regulations.

Warranty Disclaimer. To the maximum extent permitted by applicable law, and except
for the limited warranty set forth herein, THE SOFTWARE IS PROVIDED ON AN “AS
IS” BASIS WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED.
WITHOUT LIMITING THE FOREGOING PROVISIONS, YOU ASSUME
RESPONSIBILITY FOR SELECTING THE SOFTWARE TO ACHIEVE YOUR
INTENDED RESULTS, AND FOR THE INSTALLATION OF, USE OF, AND RESULTS
OBTAINED FROM THE SOFTWARE. WITHOUT LIMITING THE FOREGOING
PROVISIONS, NETWORK ASSOCIATES MAKES NO WARRANTY THAT THE
SOFTWARE WILL BE ERROR-FREE OR FREE FROM INTERRUPTIONS OR OTHER
FAILURES, OR THAT THE SOFTWARE WILL MEET YOUR REQUIREMENTS. TO
THE MAXIMUM EXTENT PERMITTED BY LAW, NETWORK ASSOCIATES
DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING BUT
NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR
A PARTICULAR PURPOSE, AND NONINFRINGEMENT WITH RESPECT TO THE
SOFTWARE AND THE ACCOMPANYING DOCUMENTATION. SOME STATES
AND JURISDICTIONS DO NOT ALLOW LIMITATIONS ON IMPLIED
WARRANTIES, SO THE ABOVE LIMITATIONS MIGHT NOT APPLY TO YOU. The
foregoing provisions shall be enforceable to the maximum extent permitted by
applicable law.
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Your purchase of or payment for the Software may entitle you to additional warranty
rights, which Network Associates will specify in the product invoicing or packaging
you received with your purchase, or in the README.1ST , LICENSE.TXT or other text
file that accompanies the Software and purports to set forth the terms of your license
agreement. Where the provisions of this Agreement conflict with the provisions of the
product invoice or packaging, the README.1ST, the LICENSE.TXT, or similar
documents, the invoice, packaging, or text file will set forth the terms of your warranty
rights for the Software.

7. Limitation of Liability. UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL
THEORY, WHETHER IN TORT, CONTRACT, OR OTHERWISE, SHALL NETWORK
ASSOCIATES OR ITS SUPPLIERS BE LIABLE TO YOU OR TO ANY OTHER PERSON
FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF
ANY CHARACTER INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF
GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, OR FOR
ANY AND ALL OTHER DAMAGES OR LOSSES. IN NO EVENT WILL NETWORK
ASSOCIATES BE LIABLE FOR ANY DAMAGES IN EXCESS OF THE LIST PRICE
NETWORK ASSOCIATES CHARGES FOR A LICENSE TO THE SOFTWARE, EVEN IF
NETWORK ASSOCIATES SHALL HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. THIS LIMITATION OF LIABILITY SHALL NOT APPLY TO
LIABILITY FOR DEATH OR PERSONAL INJURY TO THE EXTENT THAT
APPLICABLE LAW PROHIBITS SUCH LIMITATION. FURTHERMORE, SOME STATES
AND JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF
INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS LIMITATION AND
EXCLUSION MAY NOT APPLY TO YOU. The foregoing provisions shall be enforceable
to the maximum extent permitted by applicable law.

8. United States Government. The Software and accompanying Documentation are deemed
to be “commercial computer software” and “commercial computer software
documentation,” respectively, pursuant to DFAR Section 227.7202 and FAR Section
12.212, as applicable. Any use, modification, reproduction, release, performance, display
or disclosure of the Software and accompanying Documentation by the United States
Government shall be governed solely by the terms of this Agreement and shall be
prohibited except to the extent expressly permitted by the terms of this Agreement.

9. Export Controls. Neither the Software nor the Documentation and underlying
information or technology may be downloaded or otherwise exported or re-exported (i)
into (or to a national or resident of) Cuba, Iran, Iraq, Libya, North Korea, Sudan, Syria or
any other country to which the United States has embargoed goods; or (ii) to anyone on
the United States Treasury Department’s list of Specially Designated Nations or the
United States Commerce Department’s Table of Denial Orders. By downloading or using
the Software, you are agreeing to the foregoing provisions and you are certifying that you
are not located in, under the control of, or a national or resident of any such country or on
any such list.

IN ADDITION, YOU SHOULD BE AWARE THAT EXPORT OF THE SOFTWARE MAY
BE SUBJECT TO COMPLIANCE WITH THE RULES AND REGULATIONS
PROMULGATED FROM TIME TO TIME BY THE BUREAU OF EXPORT
ADMINISTRATION, UNITED STATES DEPARTMENT OF COMMERCE, WHICH
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10.

11.

12.

RESTRICT THE EXPORT AND RE-EXPORT OF CERTAIN PRODUCTS AND
TECHNICAL DATA. IF THE EXPORT OF THE SOFTWARE IS CONTROLLED UNDER
SUCH RULES AND REGULATIONS, THEN THE SOFTWARE SHALL NOT BE
EXPORTED OR RE-EXPORTED, DIRECTLY OR INDIRECTLY, (A) WITHOUT ALL
EXPORT OR RE-EXPORT LICENSES AND UNITED STATES OR OTHER
GOVERNMENTAL APPROVALS REQUIRED BY ANY APPLICABLE LAWS, OR (B) IN
VIOLATION OF ANY APPLICABLE PROHIBITION AGAINST THE EXPORT OR
RE-EXPORT OF ANY PART OF THE SOFTWARE. SOME COUNTRIES HAVE
RESTRICTIONS ON THE USE OF ENCRYPTION WITHIN THEIR BORDERS, OR ON
THE IMPORT OR EXPORT OF ENCRYPTION EVEN IF FOR ONLY TEMPORARY
BUSINESS OR PERSONAL USE. YOU ACKNOWLEDGE THAT THE
IMPLEMENTATION AND ENFORCEMENT OF THESE LAWS IS NOT ALWAYS
CONSISTENT AS TO SPECIFIC COUNTRIES. ALTHOUGH THE FOLLOWING
COUNTRIES ARE NOT AN EXHAUSTIVE LIST, THERE MAY EXIST RESTRICTIONS
ON THE EXPORTATION OF ENCRYPTION TECHNOLOGY TO, OR IMPORTATION
FROM: BELGIUM, CHINA (INCLUDING HONG KONG), FRANCE, INDIA,
INDONESIA, ISRAEL, RUSSIA, SAUDI ARABIA, SINGAPORE, AND SOUTH KOREA.
YOU ACKNOWLEDGE THAT IT IS YOUR RESPONSIBILITY TO COMPLY WITH ANY
AND ALL GOVERNMENT EXPORT AND OTHER APPLICABLE LAWS, AND THAT
NETWORK ASSOCIATES HAS NO FURTHER RESPONSIBILITY AFTER THE INITIAL
SALE TO YOU WITHIN THE ORIGINAL COUNTRY OF SALE.

High Risk Activities. The Software is not fault-tolerant and is not designed or intended
for use in hazardous environments requiring fail-safe performance, including without
limitation, in the operation of nuclear facilities, aircraft navigation or communication
systems, air traffic control, weapons systems, direct life-support machines, or any other
application in which the failure of the Software could lead directly to death, personal
injury, or severe physical or property damage (collectively, “High Risk Activities”).
Network Associates expressly disclaims any express or implied warranty of fitness for
High Risk Activities.

Miscellaneous. This Agreement is governed by the laws of the United States and the State
of California, without reference to conflict of laws principles. The application of the
United Nations Convention of Contracts for the International Sale of Goods is expressly
excluded. The Agreement set forth here is advisory in nature and does not supersede the
provisions of any Agreement set forth in the README.1ST, LICENSE.TXT, or other text
file that accompanies the Software and purports to set forth the terms of your license
agreement. Where the provisions of this Agreement conflict with the provisions of the
README.1ST or the LICENSE.TXT document, the text document will constitute the terms
of your license grant to use the Software. This Agreement may not be modified except by
a written addendum issued by a duly authorized representative of Network Associates.
No provision hereof shall be deemed waived unless such waiver shall be in writing and
signed by Network Associates or a duly authorized representative of Network Associates.
If any provision of this Agreement is held invalid, the remainder of this Agreement shall
continue in full force and effect. The parties confirm that it is their wish that this
Agreement has been written in the English language only.

Network Associates Customer Contact. If you have any questions concerning these terms
and conditions, or if you would like to contact Network Associates for any other reason,
please call (408) 988-3832, fax (408) 970-9727, write Network Associates, Inc. at 3965
Freedom Circle, Santa Clara, California 95054, or visit the Network Associates website at
http://www.nai.com.

WebShield for Firewalls



Table of Contents

Chapter 1. Introducing WebShield for Firewalls ... ................. 9
What is WebShield for Firewalls? .. ........ .. .. ... . . . . 9
Why use WebShield for Firewalls? . .......... ... ... . . ... 9
Features ... .. 10
How To Contact Network Associates ... ..., 10
CUSIOMEr SEIVICE . . .ttt e e e e 10
Technical SUPPOIt . ... e e 10
International contact information . ........... ... ... ... . . ... ... 12
Chapter 2. Installing WebShield for Firewalls ... .................. 15
Before You Start . ... ... . e 15
Installation Procedure . ... ... ... 16
Chapter 3. Using WebShield for Firewalls . . ...................... 19
Starting the Administration Console ........... ... .. ... .. .. . . . . ... 19
Usingthe Fileand Helpmenus .............. ... ... ... .. ... ... 20
Using the Administrative Console . .......... ... ... . i, 21
Using the Servers Property Page . ......... ... 22
Loading and sending server host configurations ................. 22
Using the SMTP In Property Page . ... 24
Using the SMTP Out Property Page . ........ ... ... 27
Usingthe FTP Property Page ........ .. ... . i 31
Using the HTTP Property Page . .......... i 34
Using the Administrator (Admin) Property Page . ...................... 37
Using the Quarantine Property Page .............o .. 41
Using the Statistics (Stats) PropertyPage ........... .. ..., 43
INdEeX . . 45

User's Guide vii



Table of Contents

viii WebShield for Firewalls



Introducing WebShield for

Firewalls

What is WebShield for Firewalls?

WebShield for Firewalls is a comprehensive anti-virus solution for firewalls
running on UNIX-based and Microsoft NT-based servers. Network
Associates strongly recommends using WebShield for Firewalls with the
Gauntlet Firewall, providing you one-source, integrated network security.

This version of WebShield for Firewalls uses a SPARC/Solaris server for its
engine and configuration daemon components. The Java-based
Administration Console provides easy remote-access administration from any
platform on your network.

WebShield for Firewalls is designed to scan all inbound and outbound traffic
for viruses, and to remove known viruses, protecting your network from
inadvertently accepting or sending harmful infections. It includes new
technology for scanning compressed files, unpacking them to uncover viruses
in embedded files.

WebShield for Firewalls is an important part of a comprehensive security
program that should include a variety of safety measures, such as regular
backups, password protection, training, and awareness. Network Associates
urges you to set up and comply with a security program with these elements
as a preventive measure to protect your enterprise.

Why use WebShield for Firewalls?

WebShield for Firewalls provides in-depth scanning of SMTP (e-mail), FTP
(file transfers), and HTTP (the World Wide Web) using advanced unpacking
technology. Some viruses lurk in compressed files, so WebShield for Firewalls’
unpacking ability combined with Network Associates’ proven virus detection
skill finds otherwise hidden viruses and malicious code. When used with the
Gauntlet Firewall, WebShield for Firewalls provides an integrated,
one-source, anti-virus/firewall enterprise security solution.
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Features

< Virus scanning for SMTP, FTP and HTTP
= Compressed file support
< Real-time virus cleaning

< Remote management through the intuitive, Java-based, Administration
Console in the Java Runtime Environment (JRE). (See Chapter 2, “Installing
WebShield for Firewalls” for more information.)

How To Contact Network Associates

Customer service

To order products or obtain product information, we invite you to contact the
Network Associates Customer Care department at (408) 988-3832, or at the
following address:

Network Associates, Inc.
3965 Freedom Circle
Santa Clara, CA 95054
US.A.

Technical support

Network Associates is famous for its dedication to customer satisfaction. We
have continued this tradition by making our website a valuable resource for
answers to technical support questions. We encourage you to make this your
first stop for answers to frequently asked questions, for updates to Network
Associates software, and for access to Network Associates news and virus
information.

World Wide Web http://www.nai.com
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If you do not find what you need or do not have web access, try one of our
automated services.

Automated Voice (408) 988-3034
and Fax Response

System
Internet support@nai.com
Network (408) 988-4004

Associates BBS 1200 bps to 28,800 bps

8 bits, no parity, 1 stop bit
24 hours, 365 days a year
CompuServe GO NAI

America Online keyword NAI

If the automated services did not have the answers you need, contact Network
Associates technical support Monday through Friday between 6:00 A.m. and
6:00 p.M. Pacific time.

For corporate-licensed customers:

Phone (408) 988-3832
Fax (408) 970-9727

For retail-licensed customers:

Phone (972) 278-6100
Fax (408) 970-9727

To provide the answers you need quickly and efficiently, the Network
Associates technical support staff needs some information about your
computer and your software. Please have this information ready before you
call:

< Product name and version number
= Computer model and any additional hardware

= Specific steps to reproduce the problem
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International contact information

To contact Network Associates outside the United States, use the addresses

and numbers below

Network Associates Canada
139 Main Street, Suite 201
Unionville, Ontario

Canada L3R 2G6

Phone: (905) 479-4189

Fax: (905) 479-4540

Network Associates France S.A.
50 rue de Londres

75008 Paris

France

Phone: 33 1 44 908 737

Fax: 331 45 227 554

Network Associates International,
Ltd.

Minton Place, Victoria Street
Windsor, Berkshire

SL4 1EG

United Kingdom

Phone: +44 (0)1753 827500
Fax: +44 (0)1753 827520

WebShield for Firewalls

Network Associates Europe B.V.

Gatwickstraat 25

1043 GL Amsterdam
The Netherlands
Phone: 31 20 586 6100
Fax: 31 20 586 6101

Network Associates Deutschland
GmbH

Industriestrasse 1
D-82110 Germering
Germany

Phone: 49 8989 43 5600
Fax: 49 8989 43 5699

Network Associates Japan Co, Ltd.
Toranomon 33 Mori Bldg.

3-8-21 Toranomon

Minato-Ku, Tokyo 105

Japan

Phone: 81 3 5408 0700

Fax: 81 3 5408 0780
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Network Associates Korea

135-090, 18th Fl., Kyoung Am Bldg.
157-27 Samsung-Dong, Kangnam-Ku
Seoul, Korea

Phone: 82 2 555-6818

Fax: 82 2 555-5779

Network Associates Latin America

150 South Pine Island Road, Suite 205
Plantation, FL 33324

USA

Phone: 954-452-1731

Fax: 954-236-8031

Network Associates South East
Asia

7 Temasek Boulevard

The Penthouse

#44-01, Suntec Tower One
Singapore 038987

Phone: 65 430-6670

Fax: 65 430-6671

Network Associates Australia
Level 1, 500 Pacific Highway
St. Leonards, NSW 2065
Australia

Phone: 61-2-9437-5866

Fax: 61-2-9439-5166
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Installing

Firewalls

WebShield for

Before You Start

Before you install WebShield for Firewalls, be sure you are logged on to your
server with Administrator rights (root).

Review these basic requirements for installing WebShield for Firewalls. You
must have:

A firewall on either a UNIX-based or a Windows NT-based server.
Network Associates strongly recommends its Gauntlet Firewall.

A Sun Microsystems SPARC server running Solaris, for the engine and
configuration daemon components of WebShield for Firewalls. The
firewall may be on this same machine or on a different machine.

Network Associates recommends the SPARC Ultra 1 or Ultra 2, with
128MB RAM.

Java Runtime Environment (JRE) installed on either the SPARC/Solaris
server or on a separate computer. This is for the versatile user-interface
component, the WebShield for Firewalls Administration Console.

To run the Java-based Administration Console, download and install the
Java Runtime Environment version 1.1.6 or later. You may obtain the
Java Runtime Environment from the World Wide Web at
http://www.javasoft.com/products
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Installation Procedure

Follow these step s to install WebShi eld for Firewal ls:

1. On the Solaris server where you will install WebShield for Firewalls,
ensure that you have at least approximately 12 MB free disk space.

2. Ensure that you have a directory named /opt . If not, create one.
3. Type pkgadd -d wsf.pkg

The WebShield for Firewalls software package installs in
/opt/NETAcvp

NOTE: Toremove the package, type pkgrm NETAcvp

Once /opt/NETAcvp isinstalled, youmay put / opt/NETAcvp/bi n
into your path.

Three programs will run from this directory:

e cvpstart starts the WebShield for Firewalls configuration
daemon and the WebShield for Firewalls server.

= cvpstop stops the WebShield for Firewalls server.

e cvpgui provides the WebShield for Firewalls Administration
Console, the graphical user interface for configuring the WebShield
for Firewalls server.

4. Editthe file /opt/NETAcvp/conf /[ trusted.conf
to add the IP addresses (or host IDs) of stations that will host the
WebShield for Firewalls Administration Console, and the IP address (or
host ID) of your firewall.

a. Toadd stations allowed to configure WebShield for Firewalls, enter
a line in the following format:

admin_host=XX
where XX is either a host name or an IP address.

b. To add stations allowed to issue requests (i.e., WebShield for
Firewalls client software/firewall) enter a line in the following
format:

fw_host=XX
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Instal ling WebShield for Firewalls

where XX is either a host name or an IP address.

You must add the IP address or host ID that your firewall is
configured to contact, even if your firewall is located on the same
machine as the WebShield for Firewalls server.

TIP: If you are not sure of the host name of a station, enter
gethostbyname[ ] . Ifyou are not sure which address your
firewall uses, you may add several lines, each line identifying one
network interface on the server.

WARNING: The administrator of the Network Associates
WebShield for Firewalls server must edit the file
/opt/NETAcvp/conf/trusted.c onf

before the Network Associates WebShield for Firewalls server will
function properly. (Future changes require restarting the program.)

5. To start WebShield for Firewalls,
e type cvpstar t ;or

e reboot.

NOTE: To disable WebShield for Firewalls, type cvp sto p

A new startup script included in the installation will start WebShield for
Firewalls automatically.

6. The java directory created during the installation contains all the files
required to run the Java-based WebShield Administration Console. If
you want to use the Administration Console on another platform, move
this java  directory to that machine.

To open and display the Java-based WebShield for Firewalls
Administration Console, in your windowing environment run:

< wshcfg.sol on a Sun Microsystems SPARC/Solaris (UNIX), or
< wshcfg32.bat on a Microsoft platform.

The Administration Console appears. Now you can configure
WebShield for Firewalls as described in detail in the next chapter.
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Using WebShield for

Firewalls

Starting the Administration Console

You can configure and manage WebShield for Firewalls through the
WebShield Administration Console. This chapter outlines the options that are
available using the Administration Console and details the steps to take to
configure your enterprise anti-virus security software.

You may open the WebShield Administration Console on the Solaris server
where WebShield for Firewalls is installed or on a remote machine on your

network.

To start the Administration Console:

1. Click Start, point to Programs , then point to WebShield for Firewalls.

2. Click WebShield for Firewalls Administration Console.

NOTE: The Java Runtime Environment may not yet be available for
Windows NT 3.51 systems. Windows NT 3.51 systems running
WebShield for Firewalls may not be able to run the Administration
Console. Refer to JRE documentation (see “Before You Start” on page 15)
for more information.

The Administration Console appears (Figure 3-1).
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Network Associates WebShield serverspider [H[=] B3
File  Help
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Figure 3-1. WebShield for Firewalls Administration Console
(Servers property page)

NOTE: The port number should be the same for every server using
WebShield for Firewalls.

Using the File and Help menus

20

The File menu commands at the top left corner of the console affect the
configuration of a particular machine, only. The File menu commands do not
affect settings for the WebShield for Firewalls software itself.

To use the File menu:
1. Click Save to retain the current configuration for a particular machine.
This configuration will be available for the machine’s next session.

2. Click Open to open the console with the same configuration as the
previous session for a particular machine, assuming the administrator
who last configured the console for this machine saved the
configuration.
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Using WebsShield for Firewalls

IMPORTANT: To save your configuration and have it take effect for
WebShield for Firewalls, click Send Config on the Servers property

page.

The Help menu provides online help text for the topics listed. Select the topic
you want to view, and the corresponding Help text window appears.

Using the Administrative Console

From the WebShield Administration Console (Figure 3-1 on page 20), you can
select WebShield for Firewalls features to configure and manage. Use these

property pages to customize, manage, and maintain all aspects of WebShield
for Firewalls. The following summary describes the property pages available.

Servers. Use this page to add or remove servers from your WebShield for
Firewalls configuration. See “Using the Servers Property Page” on page 22
for descriptions of the options available.

SMTP In. Use this page to customize your virus and element scanning, the
action WebShield for Firewalls should take if it detects a virus, and
notification alerts it should send, for inbound Simple Mail Transport
Protocol file transfers—electronic mail. See “Using the SMTP In Property
Page” on page 24 for descriptions of the options available..

SMTP Out. Use this page to customize your virus and element scanning,
the action WebShield for Firewalls should take if it detects a virus or
harmful element, and notification alerts it should send, for outbound
Simple Mail Transport Protocol file transfers (e-mail). See “Using the SMTP
Out Property Page” on page 27 for descriptions of the options available.

FTP. Use this page to customize your virus and element scanning, the
action WebShield for Firewalls should take if it detects a virus or harmful
element, and notification alerts it should send, for File Transfer Protocol
data. See “Using the FTP Property Page” on page 31 for descriptions of the
options available.

HTTP. Use this page to customize your virus and element scanning, the
action WebShield for Firewalls should take if it detects a virus or element,
and notification alerts it should send, as well as Java, JavaScript, and
ActiveX blocking choices, for HyperText Transfer Protocol file transfers.
See “Using the HTTP Property Page” on page 34 for descriptions of the
options available.

Admin. Use this page to enable virus and harmful element logging, and
configure log rotation and removal. See “Using the Administrator (Admin)
Property Page” on page 37 for descriptions of the options available.
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« Quarantine. Use this page to enable the Quarantine option to isolate
infected files in a separate folder so you can examine them. See “Using the
Quarantine Property Page” on page 41 for descriptions of the options
available.

= Stats. Use this page to examine detailed statistics of WebShield for
Firewalls’ functioning. See “Using the Statistics (Stats) Property Page” on
page 43 for descriptions of the kinds and categories of statistics.

Using the Servers Property Page

The Servers property page is the first to appear when you open the
Administration Console. If you are already in the console on another page,
click Servers to open the Servers property page (Figure 3-1 on page 20).

From this page, you can:
= Load and send WebShield for Firewalls configuration settings
= Add WebShield servers to WebShield for Firewalls

= Remove WebShield servers from the WebShield for Firewalls
configuration

e Set a default WebShield for Firewalls server

Loading and sending server host configurations

To view and modify specific WebShield for Firewalls server host
configurations, follow these steps.

1. Select the server and its port in the Host list.

2. Click Load Config to retrieve the WebShield for Firewalls configuration
for the server.

The specified server’s WebShield for Firewalls configuration appears in
the Administration Console.

3. Modify the server’s WebShield for Firewalls configuration using the
console’s tabbed property pages as described in the following sections of
this chapter.

4. Return to the Servers property page and click Send Config to update all
WebShield for Firewalls server hosts with the new configuration for that
server.
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Adding a WebShield server

To add a WebShield for Firewalls server host to the Administration Console,
use the Servers property page (  Figure 3-1) and follow these steps.

1. Enter the new server’s IP (Internet Protocol) address or fully qualified
DNS (Domain Name System) name in the text box provided.

2. Ensure that the port number is the same for every server hosting
WebShield for Firewalls.

3. Click Add to List.
The server and port number appear in the Host list on the right side of

the console page.

Removing a WebShield server

To remove a WebShield for Firewalls server host, use the Servers property
page (Figure 3-1) and follow the instructions below.

1. Select the server you want to remove in the Host list.
2. Click Remove.

WebShield for Firewalls removes the server from its list of server hosts.
That server’s client machines will no longer have the enterprise
protection that WebShield for Firewalls provides.

IMPORTANT: Network Associates strongly recommends that you
consider the potential network security policy ramifications before
you remove a server host from WebShield for Firewalls’ protection.

Setting a default WebShield server

If you have multiple WebShield for Firewalls server hosts, you can select one
to be the default host.

1. Select a server in the WebShield Host list.
2. Click Set Default .
3. Click Send Config for your default selection to take effect.
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The next time you access the WebShield for Firewalls Administration
Console, you will access the configuration for this server first.

Using the SMTP In Property Page

To configure scanning options to protect the network from incoming virus-
infected e-mail messages and file attachments, use the SMTP In property
page (Figure 3-2).

1. Click the SMTP In tab.

The WebShield for Firewalls SMTP In property page appears with the
Scan tab in view (Figure 3-2).

Network Associates WebShield serverspider [H[=] 3
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Figure 3-2. SMTP In page — Scan tab

2. To scan inbound SMTP files (e-mail messages and attachments) select
Enable SMTP In Scanning . You must select this checkbox in order to
provide the full protection of WebShield for Firewalls for this protocol.

3. Do one of the following:
= To scan all inbound SMTP files of any extension, select All Files .

< To scan only those SMTP files coming in that have particular
extensions, select Only File Types In List .
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— Select the file types you want WebShield for Firewalls to scan
by entering their extensions in the list to the right.

— Remove from the list any extensions of file types that you do
not want to scan by selecting the extensions and pressing
Delete.

< Toscan only those SMTP files coming in that have extensions not on
the list at the right, select File Types Not In List .

4. Select Compressed Files to have WebShield for Firewalls scan
compressed inbound SMTP files. You must select Compressed Files in
order to provide the full protection of WebShield for Firewalls for this
protocol.

5. Click Action to configure how you want WebShield for Firewalls to
respond to infected inbound SMTP files.

The SMTP In page — Action tab (Figure 3-3) appears.
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Figure 3-3. SMTP In page — Action tab

6. Specify what action you want WebShield for Firewalls to take when it
detects a virus that it cannot remove. Select one of the following options:

= Pass Infected Message. Select this option if you want WebShield
for Firewalls to allow infected files in through the firewall. Not
recommended with Gauntlet.
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« Block Infected Message. Select this option if you want WebShield
for Firewalls to block any virus-infected files from coming into the
network through the firewall. You must select Block Infected
Message in order to provide the full anti-virus protection of
WebShield for Firewalls for this protocol.

7. Click Alert to configure alerting options, such as to whom you want
WebShield for Firewalls to send an alert, and under what circumstances.
According to your configuration, WebShield for Firewalls will send an

e-mail alert message immediately.

The SMTP In Alert tab page appears.

Network Associates WebShield serverspider [H[=] B3
File  Help
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Scan | Action Alert |
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Figure 3-4. SMTP In page — Alert tab

Select to whom you want WebShield for Firewalls to send an alert
message:

« Administrator
« Sender
e Recipient

WebShield for Firewalls will be send an alert immediately to the users
selected.
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8.

10.

11.

For each user selected, choose the circumstances under which you want
WebShield for Firewalls to send the alert message. Select one of the
following:

e All virus detection incidents: all incidents
¢ Only when the virus could not be cleaned: not cleaned

Type the e-mail address of the administrator. The console will be
automatically update this address to appear in the Alert tab pages for all
protocols.

Type the alert message text you want displayed. The console will
automatically update the alert message text boxes for all protocols.

You have finished configuring the SMTP In property page.

Click Send Config on the Servers property page to have your inbound
SMTP configuration take effect.

Using the SMTP Out Property Page

Use the WebShield for Firewalls SMTP Out property page ( Figure 3-5) to
select scanning options for virus-infected outbound e-mail messages and file
attachments.

1.

Click the SMTP Out tab.

The WebShield for Firewalls SMTP Out property page appears with the
Scan tab page in view (Figure 3-5).
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Network Associates WebShield serverspider [H[=] B3
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Figure 3-5. SMTP Out page — Scan tab

2. To scan outbound SMTP files (for example, e-mail messages and

attachments), select Enable SMTP Out Scanning . You must select this
checkbox to provide full anti-virus protection for this protocol.

Do one of the following:
= To scan all outbound SMTP files of any extension, select All Files .

< To scan only those outbound SMTP files that have particular
extensions, select Only File Types In List.

— Select all of the file types you want WebShield for Firewalls to
scan by adding them to the list on the right.

— Remove any file types from the list that you do not want to
scan.

< Toscan only those outbound SMTP files that have extensions not on
the list of file extensions, select File Types Not In List.

Select Compressed Files to have WebShield for Firewalls scan
compressed outbound SMTP files.

Click Action to configure how WebShield for Firewalls will respond to
virus-infected outbound SMTP files.

The SMTP Out Action tab (Figure 3-6) appears.
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Network Associates WebShield serverspider [H[=] B3
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Figure 3-6. SMTP Out page — Action tab

6. Specify what action you want WebShield for Firewalls to take when it
detects a virus that it cannot remove. Select one of the following options:

« Pass Infected Message. Select this option if you want WebShield
for Firewalls to allow infected SMTP files out through the firewall.
Network Associates does not recommend this option.

= Block Infected Message. Select this option if you want WebShield
for Firewalls to block any virus-infected SMTP files from going out
through the firewall.

TIP: Even if you have no qualms about sending viruses to your
associates, clients, customers, and correspondents, selecting Block
Infected Message for outbound SMTP can be helpful in tracking a
virus infection originating—however inadvertently—within your
own network.

7. Click Alert to configure alerting options.
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8.

10.

11.

30

The SMTP Out Alert tab appears (Figure 3-7).
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Figure 3-7. SMTP Out page — Alert tab

Select to whom you want WebShield for Firewalls to send an alert
message:

e administrator
e sender
e recipient

The console will send the alert message immediately by e-mail to the
users selected.

For each user selected, choose the circumstances under which you want
WebShield for Firewalls to send the alert message. Select one of the
following:

e All virus detection incidents: all incidents
e Only when the virus could not be cleaned: not cleaned

Ensure that the alert message you want users to see appears in the text
box provided, or type the message you prefer. The console will
automatically update text in the alert message text boxes for all protocols.

The SMTP Out property page is fully configured. Click Send Config on
the Servers property page to have your configuration take effect.
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Using the FTP Property Page

Use the WebShield for Firewalls FTP property page  (Figure 3-8 on page 31) to
customize scanning options and protect against virus-infected FTP data.

1. Click the FTP tab.

The WebShield for Firewalls FTP property page appears displaying the
Scan tab (Figure 3-8).
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Figure 3-8. FTP page — Scan tab

2. To scan FTP data, select Enable FTP Scanning. You must select this
checkbox to provide full anti-virus protection for this protocol.

3. Do one of the following:
= Toscan all FTP files of any extension, select All Files.

< Toscan FTP files that have particular extensions only, select Only
File Types In List.

— Select all of the file types you want WebShield for Firewalls to
scan by adding them to the list.

— Remove any file types from the list that you do not want to
scan.
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= Toscan FTP files with extensions not on the list, only, select File
Types Not In List .

4. Select Compressed Files to scan compressed FTP files. You must select
this checkbox to provide full anti-virus protection for this protocol.

5. Click Action to configure how WebShield for Firewalls should respond
to infected FTP files it detects.

The FTP Action tab (Figure 3-9) appears.
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Figure 3-9. FTP page — Action tab

6. Specify what action you want WebShield for Firewalls to take when it
detects a virus it cannot remove by selecting one of the following options:

= Pass Infected Message. Select this option if you want WebShield
for Firewalls to allow infected files through. Not recommended.

= Block Infected Message. Select this option if you want WebShield
for Firewalls to block virus-infected FTP files.

« Replace with file: Select this option if you want WebShield
for Firewalls to replace the infected file with another file. See “Using
the Administrator (Admin) Property Page” on page 37. Not
recommended with Gauntlet.
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IMPORTANT: You must select either Block Infected Message or
Replace with file : <filename > to provide full anti-virus
protection for this protocol.

7. Click Alert to select alerting options.

The FTP Alert tab page (Figure 3-9) appears.
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Figure 3-10. FTP page — Alert tab

8. Select Admin to send an alert message to the administrator.

The console will send the alert message to the administrator
immediately.

9. Tosend an alert to the administrator, choose the circumstances under
which you want WebShield for Firewalls to send the alert message. Select
one of the following:

e All virus detection incidents: all incidents
= Only when the virus could not be cleaned: not cleaned
You have finished configuring the FTP property page.

10. Click Send Config on the Servers property page to have your
configuration take effect.
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Using the HTTP Property Page

Use the WebShield for Firewalls HTTP property page ( Figure 3-11)to
configure HTTP scanning and protect against virus-infected HTTP data.

1. Click the HTTP tab.

The WebShield for Firewalls HTTP property page appears displaying its
Scan tab (Figure 3-11).
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Figure 3-11. HTTP page — Scan tab

2. Toscan HTTP data for viruses, select Enable HTTP Scanning . You must

select this checkbox to provide full anti-virus protection of WebShield for
Firewalls for this protocol.

3. Do one of the following:
= Toscan all HTTP files of any extension, select All Files .

= Toscan HTTP files having particular extensions only, select Only
File Types In List.

— Select all of the file types you want WebShield for Firewalls to
scan by adding them to the list on the right.

— Remove any file types that you do not want to scan.
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« Toscan HTTP files that have extensions that are not listed, select File
Types Not In List.

4. Select Compressed Files to scan compressed HTTP files. You must
select this checkbox to provide full anti-virus protection for this protocol.

5. Click Action to configure how you want WebShield for Firewalls to
respond to infected HTTP files.

The HTTP Action tab (Figure 3-12) appears.
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Figure 3-12. HTTP page — Action tab

6. Specify what action WebShield for Firewalls should take when it detects
a virus but cannot remove it. Select one of the following options:

= Pass Infected Message . Select this option to allow infected HTTP
files to pass through the firewall. Not recommended.

« Block Infected Message. Select this option to block virus-infected
HTTP files.

= Replace with file: Select this option to replace the infected file with
another file. See “Using the Administrator (Admin) Property Page”
on page 37. Not recommended with Gauntlet.
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IMPORTANT: You must select either Block Infected Message or
Replace with file: to provide full anti-virus protection for this
protocol.

7. Click Alert to select alerting options for infected HTTP files.
The HTTP Alert tab appears (Figure 3-13).
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Figure 3-13. HTTP Page — Alert tab

8. To send alerts to the administrator, select Admin.

The console will send alerts to the administrator immediately by e-mail
according to your entries on the Alert and File text tab of the Admin
property page.

9. Ifyou elect to send alerts to the administrator, choose the circumstances
under which you want WebShield for Firewalls to send the alerts. Select
one of the following:

* All virus detection incidents: all incidents
* Only when the virus could not be cleaned: not cleaned

10. Click Send Config on the Servers property page to have your
configuration take effect.

36 WebShield for Firewalls



Using WebsShield for Firewalls

Using the Administrator (Admin) Property Page

Use this property page to enable and configure WebShield for Firewalls for
log maintenance, inbound IP masks, working directory, and alert and file text
options.

1. Click Admin to open the Administrator property page (Figure 3-14).
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Figure 3-14. Admin property page — Log Maintenance tab

2. Select Enable Logs to activate logging services. You must select this
checkbox to log WebShield for Firewalls activity.

IMPORTANT: If this checkbox is clear, WebShield for Firewalls
will not log its activity.

WebShield for Firewalls logs all infected files that you configured it to
detect, when they pass through the server.
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3. Select the frequency of file maintenance tasks for log files by entering the
number of hours of interval in whole numbers for each type of file or
task. The tasks are:

e Log rotation
* Log removal
* Infected file removal
4. Enter the name of the Log file in the text box provided.
« The default logfile name is /var/fadm/cvp_log

= If you want to log files on your Solaris system console, enter
/dev/console

= You may enter a filename you prefer.

If you selected Enable Logs but leave this Log file text box empty,
WebShield for Firewalls will prompt you to enter a filename.

WARNING: Leaving this box empty overrides the Enable
Logs checkbox and disables logging.
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Figure 3-15. Admin Property page — Inbound tab
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The Inbound tab page (Figure 3-15) displays the internal IP mask
addresses of the networks the server protects. To add an IP mask, enter
it in the text box provided, and then click Add to list . The network mask
addressesmustendin .0 (foraclass C network—i.e., not more than 255
machines per server). This number is not an IP address.

To remove one or more IP masks, select them from the list on the right,
and then click Remove selected .

Network Associates WebShield serverspider [H[=] B3
File  Help

Servers | SMTPIn | sMTP out| FTP | HTTP Admin | quarantine | Stats |

Log Maint | Inbound Working Dir | ajert and File text |

Termp file: Mvarftmp

t.)netwo rk Anti-Virus ﬂl

Shi T CuP ; -

Figure 3-16. Admin property page — Working Directory tab
Click the Working Dir (Working Directory) tab (Figure 3-16) to view or

change the Temp file (Temporary file) name. This is where scanning and
decompression of files takes place.
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Network Associates WebShield serverspider [H[=] B3
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Figure 3-17. Admin property page — Alert and File text tab

7. Click the Alert and File Text tab to specify where Admin alerts should
be sent and what alerts in general (whether to the administrator or
others) should say. Enter the information you want in the text boxes
marked Replace file, Admin email, and Alert text .

8. You have finished configuring the Admin property page. Click Send
Confi g on the Servers property page to have your configuration take
effect.
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Using the Quarantine Property Page

Use this pr operty page to select quarantine o ptions for each protocol and to
view quarantined file s.

1. Click Quarantine to open the Quarantine property page (Figure 3-18).
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Figur e 3-18. Quarantine property page

2. For each protocol select one of the following three conditions under
which WebShield for Firewalls should quarantine infected files:

* Always
* |f clean fails
« Never

3. Ensure that the quarantine directory appearing in the text box is correct.
If not, type the correct directory name or the directory you prefer. The
default quarantine directory is /opt/NETAcvp/dfile
You must see a directory name here, otherwise WebShield will prompt
you for one (unless you selected Never).

IMPORTANT: Leaving this text box empty disables the quarantine
feature.
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The Quaratine property page is fully configured.

4. Click Send Config on the Servers property page to have your
configuration take effect.

Viewing quarantined files

Administrators may find it necessary to examine files to determine their
origin. To view the files WebShield for Firewalls has quarantined, follow these
steps:

1. On the Quarantine property page, to the right of the Quarantine
directory text box, click View files.

A list of quarantined files (Figure 3-19) appears.

Figure 3-19. Quarantined Files example list

WebShield for Firewalls lists the quarantined files by their directory
names as assigned by the firewall server.

2. Toview a quarantined file, double-click its name.

The infected file appears.

WARNING: Remember, this file remains infected!
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Using the Statistics (Stats) Property Page
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Figure 3-20. Stats property page

To view the Statistics property page (Figure 3-20), click Stats.
The Stats property page (Figure 3-20) appears.

Using the scroll bars, on this page you can see the following categories of
statistics of WebShield for Firewalls for each supported protocol, and for
administrator alerts:

= Infected and not cleaned

= Infected and cleaned

< HTML blocked

= Attempted non-trusted firewall access
< Malformed request

= Not processing protocol

= Not processing file extension

e Internal error
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« Exceeded packing depth

= No virus found

= Not scanned

< Attempted non-trusted admin access
= Drop requests

You may select the Auto refresh checkbox, or click Refresh to get the most
recent statistics.
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